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We present a method for measuring similarity between source codes. We approach this task from the machine
learning perspective using character and word n-grams as features and examining different machine learning
algorithms. Furthermore, we explore the contribution of the latent semantic analysis in this task. We devel-
oped a corpus in order to evaluate the proposed approach. The corpus consists of around 10,000 source codes
written in the Karel programming language to solve 100 different tasks. The results show that the highest clas-
sification accuracy is achieved when using Support Vector Machines classifier, applying the latent semantic

analysis, and selecting as features trigrams of words.
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1. INTRODUCTION

The motivation of this work is to support the pro-
fessors involved in the task of teaching programming
techniques, when a frequent problem is the correction
of tasks and/or programming tests performed by the
students, since the reviews of exercises are often per-
formed incompletely and/or inequitably under time
constraints.

During the introductory programming courses it is
common to use auxiliary tools and educational pro-
gramming languages to provide an accessible under-
standing of the programming basics. A popular tool in
this environment is Karel the Robot [1] developed by
Richard E. Pattis and its corresponding programming
language, which is used, for example, in the Mexican
Olympiad in Informaticsl, where we have obtained
the codes used in the present work.

The main problem addressed in this paper is the
following: how to train a classifier on a training data
and how to properly classify a program that has not
been presented in the training set by the proposed
solution or by the problem that is being solved.

IThe article is published in the original.
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In order to tackle this task, the degree of similarity
between programs in Karel language is determined.
The analysis of the similarities helps to identify the fol-
lowing aspects of code reuse: (1) when additional
information reveals a similarity between two pro-
grams, one may detect evidence of plagiarism and/or
of sharing a program code; an exchange of ideas/solu-
tions between students; or whether professors instruct
their students in similar programming techniques; (2)
when the programs tend to be different, it is possible to
determine the different methods employed for solving
a given problem and its originality.

The rest of the paper is structured as follows. Sec-
tion 2 describes related work on similarity detection.
Section 3 explains with some detail how the test data-
set was formed. Section 4 describes the construction of
the vector space model (selection of features and their
values). Section 5 presents the pre-processing stage.
Section 6 presents and discusses the results. Section 7
draws the conclusions from this work and points to the
possible directions of future work.
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2. RELATED WORK

Some of the works related to similarity detection are
focused on plagiarism; however, in this paper, we are
concerned with similarity as such, since plagiarism refers
to a situation of fraud, which is not always possible to
detect, especially automatically. Therefore, although we
make references to works on plagiarism, in this paper, we
use the term “similarity between programs”.

We start with the premise that two programs are
similar if one can be converted into other by using a
small number of transformations. The transformations
can range from simple changes in comments to modi-
fications in the control logic. Therefore, if programs
have a lot of code in common, the degree of similarity
between them is higher, since a smaller number of
transformations is required.

The early similarity or plagiarism detection pro-
grams appeared in the 70’s. The feature counting tech-
niques (also called metrics) were used as in Halstead
[2] and McCabe [3]. The main idea of this approach is
to keep statistics of characters in the source program
(called correlation of characters) in order to make a
comparison with all the programs and, finally, per-
form a summary ordered from highest to lowest values
based on the statistical features.

In the 80’s, a combination of metrics and chain
comparison algorithms was used (a technique of con-
verting different elements of a program into attributes

that helps its identification). The Plague? and Wise [4]
programs are representatives of this period. These works
consisted in ignoring the comments, blank lines, spaces,
and tabs and making use of a chain comparing program
(like diff, grep, etc.), which is based on a line-by-line
comparison using the Levenshtein distance (also known
as the edit distance, i.e., the number of operations
required to convert one string into another).

Tran and Gitchell [5] in the 90°s, worked on the
basis of the analysis of trees generated by a program.
Under this approach, the tree representation is
reduced by using standard lexical analysis; tree chains
are aligned in order to obtain a greater subsequence,
like a degree of similarity.

In recent works [6], the latent semantic analysis
(LSA) is applied in order to reduce the number of
dimensions of the vector space that represents a pro-
gram. These works are usually based on the cosine
similarity. The cosine similarity technique consists in
creating a vector representation based on normalized
frequency of character n-grams (usually bigrams or tri-
grams) in each program, and relying on these repre-
sentations, to determine how similar the programs are.

Recently, the idea of linking the semantics of the
source code with the documentation, definition of
variables, names of procedures and/or comments has
emerged in order to improve the understanding of the

2h'[tp://plague-inc-evolved.softonic.com
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data on the requirements and design of codes sources
[7]. One example is the Moss (Measure for Software

Similarity)?® program that was developed at Stanford
University [8]. This software is based on the Winnowing
algorithm that divides a program into continuous chains
called k-grams. Each k-gram is converted into a hash,
and the subset of all k-gram hashes represents the docu-
ments’ fingerprints. Subsequently, two programs are
compared according to the fingerprints similarity.

Another example is the Plaggie* software that was
developed at the Technical University of Helsinki.
This application creates strings of characters and uses
the Running Karp Rabin Matching algorithm, which
also extracts the documents fingerprints by using hash
functions of a special type, and then their comparison
is performed.

3. CORPUS

The corpus (large set of data) was built from the

website that contains the Karel (Karelotitlan®) lan-
guage programs in order to measure the similarity
between the source codes. This website is a domain
where young people, mostly under 18, learn how to
program using the Karel language. The selection of
codes that form the corpus was done applying simple
random sampling.

The corpus “Karel 100" contains 9,341 programs
that 100 students wrote to solve different tasks. There
are 100 tasks and approximately 100 programs per task.
Note that, in this case, the programs are classified only
by task. Programs within the website Karelotitlan are
precisely grouped by a person/student and a task, so in
this work, we focus on 100 different tasks. The corpus

is freely available on our website®.

4. CONSTRUCTION
OF THE VECTOR SPACE MODEL

In order to build the vector representation of the
documents, first, the combinations of contiguous
terms are to be extracted. These sequences are called
n-grams. The value of » indicates the number of ele-
ments in an n-gram. For example, there are bigrams,
trigrams, 4-grams, 5-grams, etc. N -grams allow
obtaining very good results in various machine learn-
ing tasks. There is also an option of using syntactic
n-grams [9], graph based approach [10], and tree edit
distance [11]; however, in this study, we are focusing
on traditional n-grams, since we are working with
source codes. The detailed description of the n-grams
and the vector space model concepts are presented, for
example, in [12].

3 https://theory.stanford.edu/aiken/moss/
“https: //www.cs.hut.fi/Software/Plaggie/
5http: //www.cmirg.com/Karelotitlan/
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Additionally, instead of using words and/or
n-grams of words, one can also use n-grams of charac-
ters according to their appearance in a program, which
is also common in natural language processing, for
example, in the authorship attribution task. Each word
(or n-gram of words or n-gram of characters) in our
representation is a dimension in the vector space
model.

In order to assign a numerical value to each element in
the vector space, one of the following values is used:

if (term frequency), tf, , means frequency of the term

t in the document ¢, that is, the number of times a term
appears in a document. The idea behind this value is very
obvious: the more times a term appears in a document,
the more important this term is for this document.

idf (inverse document frequency), this value
implies that a term is weighted according to the num-
ber of documents in the corpus in which it appears:
how common a term ¢ in the collection of documents

idf,. The idea behind this value is that if a term appears
in fewer documents, it is more valuable, since it makes
it easier to distinguish between the documents.

Finally, tf —idf, , = tf, , X idf, is used. This value is
high when a term appears many times in a small num-
ber of documents; the value is low when a term
appears only a few times in a document or when it
appears in many documents, which does not allow
using this term to distinguish well between the docu-
ments. There can be the case when two documents
have similar content but their terms counts are differ-
ent. This situation may occur when one document is
very large and the other is very small, or when one
document describes the same process several times
and the other only once. Therefore, it is useful to nor-
malize the weightings of the document terms (zf) in
relation to the size of the document.

In our case, the Euclidean normalization is used,
which assigns a value between 0 and 1 to each term
according to the number of appearances in the docu-
ment [13]. The Euclidean norm is the square root of
the sum of the squares of all elements of a vector in the
vector space model.

5. PRE-PROCESSING STAGE

Pre-processing is performed before processing the
text. Firstly, we removed comments, since they do not
represent source code information, and furthermore,
they are easy to modify in case one want to conceal the
code reuse. Moreover, we removed numerical terms,
which is justified by the fact that in our case not taking
numerical terms into account gives better results.

In order to detect the similarity between the codes,
it is necessary to build a vector representation of the
source codes (considered as text). Firstly, we made a
list that contains all words that are present in the codes
and their corresponding frequencies. For our experi-
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ments, we considered only those words, whose fre-
quency is greater than or equal to two. The unique
terms (frequency equals one) were omitted in order to
reduce the number of dimensions of the vector space
and achieve a lower computational cost.

Also the following syntactical terms were omitted:
“", ™7, “;”. Additionally, we eliminated the terms
without lexical value known as “stop words”. These
are most commonly used terms, which normally do
not contribute to the lexical meaning, reflecting only
grammatical function, for example, articles (“the”,
“a”, “an”), prepositions (“to”, “with”, etc.), con-
junctions, etc. In this sense, after performing the anal-
ysis of the keywords of the Karel language, the follow-
ing words were omitted: “then”, “times”, “do”,
“how”, “defined-new-instruction”, “beginning-of-
program”, and “end-of-program”.

Once we have constructed the vector representa-
tion in terms of ¢ and/or tf — idf , the latent semantic
analysis (LSA) [14] is applied in order to find “latent
relations” and to reduce the number of dimensions of
the vector space. In our experiments, LSAis used to
reduce the number of dimensions to 50, 100, 150, 200,
300, 400, 500, and 600. In general, LSA consists in
applying singular value decomposition to the vectors.

6. EXPERIMENTAL RESULTS
AND DISCUSSION

The experiments were carried out using the freely
available machine learning software, WEKA [15]. Two
machine learning algorithms were examined: (1)
Naive Bayes, which is a probabilistic learning algo-
rithm based on Bayes’ theorem and (2) SVM (support
vector machines), this machine learning algorithm
makes the separation between classes by means of the
optimal hyperplanes.

To perform the classification of the results we used
the method called k-fold cross-validation with the
parameter k equal to 10. The method consists in divid-
ing the corpus into k subsets. One of the k£ subsets is
used for testing, and the other k —1 subsets are used
for training. The procedure is repeated k times; each
time different k£ subset is used for testing. Then the
result is computed as the average across all & trials.

The best result was obtained with the SVM algo-
rithm (69.9%), using trigrams of words, #f —idf
weighing, and reducing the number of dimensions to
500 using LSA. By reducing the number of dimen-
sions, we achieved better results (curiously, 500 is the
“magic” number that most authors acknowledge as
the most appropriate of the LSA). Without reducing
the number of dimensions, the algorithm obtains
68.5%, which is 1.4% worse. Note that the baseline
(we used words as features with the ¢f — idf weightings
without applying the LSA) obtains the best result of
43.25%, which was surpassed by more than 25%.

No.1 2017
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The obtained results are very promising, consider-
ing the fact that it would take a long time for a human
annotator to perform the task, and it would be a
tedious job to review thousands of source codes trying
to reveal the similarity between them. Moreover, per-
forming this task manually would certainly lead to a
high probability of making a mistake. It can be even
considered that with a sufficiently large set of source
codes, it is almost impossible to accomplish the task
manually, while the proposed solution compares
thousands of codes in a few minutes.

7. CONCLUSIONS AND FUTURE WORK

In this section, we draw the conclusions from this
work and indicate the possible directions of future work.

» The main goal of this work consisted in measur-
ing similarity between programs using the vector space
model and machine learning methods. The task is use-
ful, for example, for detecting code reuse.

* A large corpus of the Karel programming lan-
guage codes was built, and it is freely available for use
and testing.

* The experiments were conducted on the devel-
oped corpus using the WEKA tool. The results showed
that the representation of programs with n-grams of
words or n-grams of characters yields better results on
similarity detection than using only words as features.

* We also showed that the application of the latent
semantic analysis further improves the experimental
results.

The directions of future work are the following:

 To apply soft similarity [16], which allows taking
into account the similarity between features in a vector
space model. The application of soft similarity already
proved to give better results in some natural language
processing tasks.

* Even though in the formal language used in the
programs development, each element is essential to
determine the correct dimensionality, it is important to
note that heuristics are needed to improve the similarity
calculation. A possible direction of future work would
be to combine similar metrics to those of the 70’s and
90’s with the vector representation of programs.

* To implement a process similar to morphological
analysis of natural language to treat identifiers, roots,
lemmas, etc. This would allow unifying inflections of
terms, for example, if we have several terms such as “cal-
culate”, “calculation” “calculating”, we have to keep in
mind that they refer to the same concept, and a similar
situation may occur with their synonyms, which may be

the words “computing” and “counting”.

* To continue modifying the number of dimen-
sions in the representation of the programs with differ-
ent LSA parameters.
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